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SECTION 1:  INTRODUCTION
GET EXCITED ABOUT JUNIPER’S 
SECURITY PORTFOLIO

This guide does not try to teach you how to sell, it simply aims to make you more confident in discussing 
Juniper security solutions with customers or prospects.  It’s intended for experienced sales people, whether 
you’re completely new to Juniper and need to ramp up, or a Juniper veteran and need to find out the latest 
security sales messaging and processes. It’s a document that will be iterated over time.

This is also not a product guide. In fact, we aim to mention product names as little as possible.  It brings 
together current sales context and best practices around the world in order to share winning strategies for 
positioning and selling the Juniper security portfolio.  It has a companion Sales Plays Guide. It provides the 
initial reading for the August-Sept 2013 Security Sales Roadshow Training. 

Selling security is a complex team selling process that requires account and partner sales staff to work 
closely with Juniper security, engineering and product specialists in order to be successful. The quality of 
how we engage and our strategy to perform sales discovery with the customer can be the difference 
between winning or losing.    

This guide contains information on:
• How to understand the opportunity in front of us in the data center.
• How to recognize and navigate between typical customer stakeholders.
• How to tell the Juniper security story credibly and consistently.
• How to handle competitive questions and objections with Palo Alto Networks (that applies to other NGFW 

vendors).
• In the companion Sales Plays Guide, we lay out a sales process for Securing the Data Center.

You can find best practice and backup materials at this portal for internal Juniper employees and here for 
partners. 

http://core.juniper.net/dns/marketing/sbu/sales_roadshow/
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/
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https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp
https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp


Introduction
The purpose of this guide is to 
help sales team members to 
engage and conduct effective 
customer discussions

You should also check out our 
other materials on the security 
enablement portal

Why you should be excited to sell Juniper security

The data center opportunity for Juniper remains our strongest security sales focus in in the short and 
medium term, and over time our security story for campus and branch will match it.   It’s not hard to see 
why.  The headlines are constantly filled with news of security breaches, attacks and leaks and the costs 
associated with breaches or web application attacks are staggering!   Most IT execs are painfully aware of 
$170M spent by Sony on clean up and loss of data related to an attack.  On top of this, just about every 
company and IT executive out there is being impacted to the tune of millions of dollars in costs every year 
that they aren’t publicly disclosing.

Analysts agree that the opportunity for security vendors of all kinds who can innovate and provide solutions 
to these problems is still growing.  Juniper invests in several key studies that provide a clear scope around 
what’s driving customer concerns you can read about on the next page.

Between the lines, two things are common.  First the threats and risks posed by network security are 
worsening, making it a continuing top of mind concern and top corporate budget item to protect product 
brands, company reputations and revenues.  Second, billions of dollars already invested in security has not 
yet negated the problem, from any vendor.  In other words, the market opportunity for anyone that builds 
out the best technology and story over time - like Juniper - is still huge and there is no single market leader.
While it’s easy to dwell on product quality issues of the past or to losses in feature and function 

comparisons, if you step back , we are still perceived as an innovative leader in networking and security.  
Add to this that we are acquiring and integrating uniquely disruptive security technologies that address the 
latest threat profiles  we have an extremely strong overall story.  We just need to all tell it credibility and with 
conviction, engaging with our stakeholders about their real concerns and utilizing a winning sales process.

Finally, an important part of credibility is transparency.  We should not shy away from straight answers 
about our weaknesses and find ways to reframe the conversation into one where we most often win deals.   
Above all, to win, we need to move away from feature and function selling to positioning ourselves as a 
continuing long term innovator in security with an end-to-end portfolio that makes solid long term business 
sense for our customers.
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Big budgets and big problems A focus on securing the data center

• 8.3M data centers WW, $141B in IT spending (Forbes 2012)
• Average cost of a breach $8.6M (Ponemon Institute) 

excluding immediate and longer term impacts on brand.
• The costs of a DDOS attack vary based on industry and how 

long your web site is down, but across all industries there is 
a an average annual DDoS attack for companies of $3.5M 
(Ponemon Institute).

Our primary focus is on Securing the Cata Center, providing protection of web 
apps and content against an ever evolving modern attack threat profile.

Other supplemental plays in this guide
• Mobile Security:  Securely connecting mobile and remote users to untether 

and still access their work apps productively.
• Securing the Infrastructure.  Securing the deployment of apps and data on 

new virtualized and cloud platforms, both physically and virtually.



The facts
Leading security analysts 
highlight the market 
opportunity for Juniper

You can find these reports here.

Infonetics 2013 report on high end firewalls
(High-End Firewall Strategies and Vendor Leadership: North American Enterprise Survey June 25, 2013)

• Security is the number-one criterion buyers use when evaluating high-end firewall suppliers.
• High end firewall spending is increasing in 2014, especially on the most expensive firewalls with many 

buyers looking for 40G and 100G ports. 
• 73% of buyers are purchasing high end firewalls as part of broader data center upgrade (a tie-in with our 

data center switching products).
• Customers are looking for multi-function security performance and 

consolidation of data center security technologies.
• Juniper is in the bottom third of vendors installed at 5% but “nobody has 

won or lost this market yet."
• Competition for Juniper is increasing from companies like Fortinet, Check 

Point and Palo Alto Networks.
• Overall, Juniper is in the top three in aided and unaided awareness but below in actual market share.
• The top three firewall selection criteria are security, product reliability, and technology innovation. Product 

roadmap is last.
• Buyers will both turn to trusted names and look for innovative solutions which offer a verifiable leap in 

security efficacy, major increases in throughput and connection performance; security that can be 
delivered without massive impact on performance.

Ponemon Institute
(Efficacy of Emerging Network Security Technologies, February 2013)

• Websites, web applications and DDoS attacks impacting availability are by far the most significant 
network security concerns in 2013.

• Most current network security technologies fall short of vendor 
promises.

• Many emerging network security technologies are not effective in 
minimizing attacks that bring down web applications or curtail 
volumetric internet traffic.

• Companies remain focused on the inside-out threat, however the rise 
of external attacks suggests security technology investments need to 
be more comprehensive and holistic.

• Customers want specificity and certainty in protecting against external attack - how do I stop bad actors 
without also affecting my customers?

Tech Buyer Perceptions Survey
A recent study of 2,500 enterprise IT security product buyers indicated that the #1 thing they look 
for from sales reps in their buying decision was the understanding of their pain.
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Security is not an 
afterthought for us
 
• Juniper’s Security revenue is ~

$1B, about 25% of Juniper’s 
total revenue. Proportionally, 
security gets more focus at 
Juniper than at competitors 
such as Cisco.

• Juniper total R&D is $1.023B, 
or 23% of revenues, which is 
one of the highest in the 
industry.

• We are a recognized market 
leader in network security, high 
end firewalls and remote 
access. 

• We have also recently 
acquired substantial new 
capabilities in intrusion 
deception and denial of service 
solutions that we are rapidly 
integrating into the portfolio.

http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_backup.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_backup.html


The business impact of outside-in web attacks
The costs and business impact of web attacks by hackers are staggering!  Here are just a few factoids on how industries report attacks, their primary 
concerns and the resulting business impact.   It’s important to become conversant with just a few of these metrics when you are speaking with customers. 
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REPORTED ATTACKS 

• 55% of telcos reported attacks.
• 32% of financial services firms.
• 32% of travel companies
• 30 of IT Vendors.
• 16% of retailers.
• 53% of stock exchanges surveyed.
• Most major US universities.

TYPICAL BUSINESS IMPACT OF BREACHES

• Average cost is $8.6M (does not include brand impact).
• 64% of senior IT security practitioners (10+ years 

experience) say the severity of attacks is on the rise, yet 
only 29% say they have ability to launch counter measures. 

• Average annual cost of DDoS attacks = $3.5M.
• Revenue losses per hour range from $10,000 - $100,000.
• Financial Services - $10,000 hourly rev. loss or $250K/day.
• Retailers - $100,000 hourly revenue loss or $2M+ per day.
• 21% of attacks last one week or longer.
• 35% of attacks last one day or longer.
• Sony lost $170M.
• Yahoo and Amazon total damages of $1B+.
• Bank of West - $900K stolen.
• Lockheed Martin RSA breach.
• Joint Strike Fighter plans stolen from Air Force servers.
• LinkedIn 6M customer passwords.

PRIMARY CONCERNS

• Availability of information and systems 
to users is the most important business 
security priority.

• Compliance is second most important 
business security priority. 

• The disclosure process.
• Theft of intellectual property.
• Financial theft.
• Effect on Customer Experience (50%+).
• Brand Damage (25%).
• Revenue Loss (19%+).
• Job Loss (5%+).

http://www.businessinsider.com/cyber-attack-stocks-2013-7
http://www.businessinsider.com/cyber-attack-stocks-2013-7
http://www.nytimes.com/2013/07/17/education/barrage-of-cyberattacks-challenges-campus-culture.html?pagewanted=all&_r=1&
http://www.nytimes.com/2013/07/17/education/barrage-of-cyberattacks-challenges-campus-culture.html?pagewanted=all&_r=1&
http://www.computerworld.com/s/article/9216926/PlayStation_Network_hack_will_cost_Sony_170M
http://www.computerworld.com/s/article/9216926/PlayStation_Network_hack_will_cost_Sony_170M
http://www.bankrate.com/financing/banking/hackers-empty-900k-bank-account/
http://www.bankrate.com/financing/banking/hackers-empty-900k-bank-account/
http://www.informationweek.com/government/security/lockheed-martin-suffers-massive-cyberatt/229700151
http://www.informationweek.com/government/security/lockheed-martin-suffers-massive-cyberatt/229700151
http://news.yahoo.com/blogs/ticket/chinese-hackers-breach-key-u-weapons-designs-133849940.htm
http://news.yahoo.com/blogs/ticket/chinese-hackers-breach-key-u-weapons-designs-133849940.htm
http://money.cnn.com/2012/06/06/technology/linkedin-password-hack/index.htm
http://money.cnn.com/2012/06/06/technology/linkedin-password-hack/index.htm


Important 
do’s and don’ts
Some important do’s and 
don’ts to balance in selling 
Juniper’s security portfolio.

7

DO

No one expects you to be a security guru but we do expect 
you to be credible on the basic terminology of the security 
industry and be able to converse comfortably with the 
customer about modern evolving threats.  We suggest that 
you join the various security websites and groups listed on 
the next page. 

While we have great technology, our best customer 
relationships occur when we up level to talk about our 
portfolio and business solution to their problems.  Learn 
how to qualify and perform in depth discovery before you 
jump to a demo or provide a proposal.

Read about the local regulations. Many of the examples in 
this guide are from the US but in Europe, for example, 
patient confidentiality laws for medical treatment and data 
privacy laws differ from country to country and there are 
continent-wide financial laws such the Data Protection 
Directive as Basel I, II and III.

DON’T DO

Don’t sell narrowly or allow the competition to box you in to 
an overall customer discussion about point products.  We 
offer the best and most complete portfolio of security 
solutions in the industry.  We must therefore tell a balanced 
story that goes beyond our established firewall and 
articulates our application and web security technologies, 
emphasizing our overall reputation for innovation.

We offer a strong security products portfolio and are the 
best choice for any company wanting to get its overall 
security done right.   Full stop.  So don’t get defensive over 
details, such as licensing and pricing models. Instead, take 
the high road and build the business case for the value of 
our solution.

https://en.wikipedia.org/wiki/Data_Protection_Directive
https://en.wikipedia.org/wiki/Data_Protection_Directive
https://en.wikipedia.org/wiki/Data_Protection_Directive
https://en.wikipedia.org/wiki/Data_Protection_Directive
http://en.wikipedia.org/wiki/Basel_III
http://en.wikipedia.org/wiki/Basel_III


Security terms to be familiar with
No one expects you to know it all, but you should be comfortable with the key terms and the ways in which security is rapidly 
changing in order to be able to conduct an effective security discussion with the customer. Below is a starting list to be familiar 
with.  For more information, there are many online resources you can access that explain current security terminology. 
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KEY TERMS TO BE AWARE OFKEY TERMS TO BE AWARE OF THINGS TO WATCH, READ AND JOINTHINGS TO WATCH, READ AND JOIN

Next 
Generation 
Firewall 
(NGFW)

As the name suggests, NGFW is the evolution of the traditional stateful 
firewall.  While many vendors adapt the definition to fit their needs, Gartner 
has the generally accepted definition.  According to Gartner, a NGFW 
contains the following:
• Traditional firewall capabilities (packet filtering, NAT stateful inspection 

VPN capabilities, etc.).
• Intrusion Prevention System (IPS) functionality.
• Application awareness and control.
• Extra intelligence like blacklisting, whitelisting, IP reputation blocking.
• Ability to upgrade with additional security intelligence feeds.

Recent articles 
and reports

• The ivory tower besieged by cyberattacks
• An article on modern threats from nation states.
• Cyber Attacks On Stock Exchanges Put 

Markets At Risk
• Review this article on a recent loss at Bank of 

the West
• Read the Poneman study and Infonetics report
• Read the public reports in this folder by Juniper 

on mobile threats, Mandiant and Verizon. 
• For partners, go to this link to access these 

documents.
5-tuple 
Firewall

You may have heard mention of a “5-Tuple firewall”.  This is another way of 
referring to the traditional stateful firewall.  They mean the same thing.  The 
“5-tuple” designation is reference to the rules applied to the traffic.  You can 
think of this as the basic 5 rules in a traditional firewall:
• Source IP address (the address you're coming from).
• Source port (usually any, but could be changed if needed).
• Destination IP address (the address you're going to).
• Destination port (typically 80, 443 or 25).
• Destination protocol (TCP or UDP).

Recent articles 
and reports

• The ivory tower besieged by cyberattacks
• An article on modern threats from nation states.
• Cyber Attacks On Stock Exchanges Put 

Markets At Risk
• Review this article on a recent loss at Bank of 

the West
• Read the Poneman study and Infonetics report
• Read the public reports in this folder by Juniper 

on mobile threats, Mandiant and Verizon. 
• For partners, go to this link to access these 

documents.

Intrusion 
Deception

Intrusion deception is an approach to security made popular by Mykonos.  
Others have used the phrase but Mykonos made it a reality.  As the name 
would suggest, this approach focuses on deceiving the attacker by placing 
“tar traps” in their attack path that they are unaware of.  By interacting with 
the tar traps, we know they are an attacker (because a normal user would 
not interact with these traps).  And by knowing they are an attacker, we 
deceive them with return information and other data. During this deception, 
we capture their system information so we can essentially fingerprint the 
device and block them proactively as they try and visit or attack other sites 
protected by our solutions.

Industry groups 
to join on the web

• J-Net Security forum
• LinkedIn security groups,
• Public sites like SearchSecurity and 

SecurityWeek.

Layer 4-7 
Security

You may have heard reference to Layers 1-3 and 4-7.  These networking 
layers refer to the OSI model. In general, the bottom layers 1, 2 and 3 are 
the protocols that move a network packet from source to destination. Layers 
4 through 7 identify the application that created the packets as well as the 
specifics of the request. For example, inspecting layer 4 can identify HTTP 
traffic (Web traffic), but inspecting layer 7 can determine what the HTTP 
request is for.  The upper layers are where you can deliver application level 
security and control.

Best practice 
videos

• Watch these videos on how to give the 
whiteboard pitch. (Partners go here.)

http://www.nytimes.com/2013/07/17/education/barrage-of-cyberattacks-challenges-campus-culture.html?pagewanted=all&_r=1&
http://www.nytimes.com/2013/07/17/education/barrage-of-cyberattacks-challenges-campus-culture.html?pagewanted=all&_r=1&
http://money.cnn.com/2013/07/08/technology/mandia-china-hackers.pr.fortune/index.html
http://money.cnn.com/2013/07/08/technology/mandia-china-hackers.pr.fortune/index.html
http://www.businessinsider.com/cyber-attack-stocks-2013-7
http://www.businessinsider.com/cyber-attack-stocks-2013-7
http://www.businessinsider.com/cyber-attack-stocks-2013-7
http://www.businessinsider.com/cyber-attack-stocks-2013-7
https://krebsonsecurity.com/2013/02/ddos-attack-on-bank-hid-900000-cyberheist/
https://krebsonsecurity.com/2013/02/ddos-attack-on-bank-hid-900000-cyberheist/
https://krebsonsecurity.com/2013/02/ddos-attack-on-bank-hid-900000-cyberheist/
https://krebsonsecurity.com/2013/02/ddos-attack-on-bank-hid-900000-cyberheist/
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_backup.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_backup.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_backup.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_backup.html
https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp
https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp
https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp
https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp
http://forums.juniper.net/
http://forums.juniper.net/
http://searchsecurity.techtarget.com/
http://searchsecurity.techtarget.com/
http://www.securityweek.com/
http://www.securityweek.com/
http://en.wikipedia.org/wiki/OSI_model
http://en.wikipedia.org/wiki/OSI_model
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp
https://www.juniper.net/partners/partner_center/content/reseller/solutions/roadshows/index.jsp
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SECTION 2:  HOW TO RECOGNIZE A 
JUNIPER SECURITY CUSTOMER
WHO THEY ARE, WHAT THEY CARE ABOUT, WHAT 

DRIVES AND HOW TO ENGAGE THEM

World class sales engagement always starts with understanding the right stakeholders, what they care 
about and are measured on, and what it is driving them to need to engage with you.  While you always 
want to position Juniper in the same overall way, you should always engage them in a sales dialog against 
their real or perceived personal, business, technological, financial pains and needs. 

In the broadest sense, some would say just about every organization that has employees using devices 
with applications or content connected to the web could be a Juniper security customer.  In practice 
however, our sales focus should be on those organizations with sizable network security problems (and 
budgeted initiatives) where we stand the best chance of success because our story resonates with their 
needs best.

Characteristics of an ideal customer

• Large global or national organization with network-centric security problems impacting their business.
• Inherently understand the value and role of the network in the continuum of security solutions.
• More than likely a history (with us or competitor) rooted in ‘layer 2-3’ firewall-centric network security but 

needs to adapt to applications, data virtualization, mobile and cloud environments.
• Sophisticated or willing to be enlightened to how they need to respond to changing security threats.

• Realize security is the job of people other than just the network specialists in their organization.
• Realize the need to move to more software and information-centric security (e.g. levels 4-7) as 

application architectures change to meet the needs of mobility, virtualization and cloud technology.
• Realize that their traditional network perimeter is changing in radical ways (e.g. into small micro-

perimeters around applications or data within the overall network, such as private clouds).
• Willing to deploy multiple physical and virtual networked based solutions to address the problem.
• Wiling to explore ways to secure connectivity, new cloud and virtual platform application delivery, and 

find innovative ways to prevent evolving outside in cyber attacks from hackers.



The right 
stakeholder?
5 things to ask yourself to 
identify the right stakeholders

A successful enterprise sales process always involves multiple key stakeholders within a large enterprise 
with varying problems and needs, with multiple levels of authority, understanding and buy-in to Juniper.  
Most of the time you will start by leveraging pro-Juniper customer champions who support our cause.  
You’ll educate and inform their peers and superiors in the organization on their behalf.   You will also want 
them to sponsor you up to the true budgetary decision maker or economic buyer.  

Understanding what drives our stakeholders, the smart questions to engage them and how we can 
resonate with them is key to successfully navigating these relationships.    

Take, for example, the Chief Information Security Officer or ‘CISO.’  Typically, it’s key to understand that 
CISOs do not generally have operational responsibility over software or systems and may even lack 
credibility that they need you to help establish.    Only a smaller number of ‘empowered’ CISO actually have 
the budget and authority to make a purchasing decision on their own.  Although changing slowly, most 
CISOs are not empowered and you’ll definitely have to engage and sell to the CIO or VP or IT as well as 
the CISO.
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5 things to ask yourself about whether you are talking to the right stakeholders

There is no pat answer for each industry or company about the right stakeholders to engage in a particular deal.   
You will need to apply your professional opinion and discernment to the following lines of questioning.

1.What impact does better security have on the key business initiatives of this company?    Can we credibly link what we 
do to those business strategies and related initiatives?

2.Which Senior Level Executives (SLEs) in this company are in charge of those business strategies or initiatives in terms 
of budget, authority or influence?

3.What cultural or organizational dynamics are in place that dictates the key players to talk to?  Where is the center of 
power, who has the biggest dissatisfaction with the status quo and where is the center of influence in this company?

4.Can we develop a Champion, identify and engage the Economic Buyer and identify and win endorsements from all 
key relevant Influencers?

5.Do we have access to or can we navigate to these executives from the people we commonly talk to at the moment?  
Who will sponsor us to get there?  What level can we realistically get to? 



Navigating  
stakeholders
Tips for working with 
champions and navigating 
from them to senior level 
executives (economic 
buyers)

It’s easy to get stuck talking to the networking practitioner, and their management, about bits and bytes.  At 
a certain point, it becomes inevitable that we need to navigate around and up the organization to higher-
level economic buyers whether in the C-Suite, Line of Business or IT.

Going upstream is often the hardest part of this.  This is not our comfort zone.  These are busy people with 
extremely limited time and attention spans that are surrounded by gatekeepers.   Plus, our competitors and 
other vendors are trying to do the same thing; large technology vendors like IBM or HP can often dominate 
their time.    

The good news is that security is a concern to even the most senior executives, and long term sales 
success is often driven by multi-year strategic initiatives that impact key company assets - like intellectual 
property, brands or new product revenues, and of course financial theft.  The key is to work with your 
influencers and champions to research and plan your interaction with senior executives carefully.
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Economic buyer:
Smart questions to ask if you are prepared

Champions and influencers:
Tips for working with them to navigate the 
organization

• Do I know all the strategic initiatives or strategies they care 
about?

• Do I have smart questions tied to those initiatives?
• Do I have examples of where we helped others with similar 

initiatives?
• Do I have appropriate challenges? (Research show that sales 

people who professionally challenge executives fare much 
better.)

• What implications can I draw from discovery lower in the 
organization?

• Do I have real world insights about the industry, peers, 
competitors, etc?   

• Can/will they sponsor me?  Research shows that being 
sponsored results in far greater success than trying to do it 
yourself. A champion who won’t sponsor you in return for you 
own commitment to help them may be wasting your time.

• Can I follow the strategic initiatives?  Is your champion a 
player in the chain of ownership of strategic initiatives that we 
can positively impact? Who else is?

• Can we use Juniper peers? Our own executives are by 
definition the most comfortable talking the same language of 
their peers. Can they help? Work with the champion to use our 
executives to help.

• Use facts, reference and peer selling.  Execs love learning 
from peers and competitors, or even similar companies in other 
industries.  Benchmarking and best practices and other facts 
typically resonate very well.  Who do you know that knows what 
they want to know about?



How to recognize & resonate:
Senior level executive (SLE) executives
Economic buyers
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CIO, SVP OF IT

• Typically the Economic Buyer on larger deals ($1M+).
• Formulates strategic goals around technology.
• Delegates technical decisions lower in organization.
• Retains final control of multi million dollar budgets.
• In some companies title can be SVP or VP of IT.

CARES ABOUT
• Enabling the business through IT support.
• Protecting the brand.
• Availability for critical business apps.
• Employee productivity and satisfaction through IT 

support.

MEASURED BY
• Uptime (or eliminating downtime).
• Overall IT risk mitigation.
• Implementing cost control and removing management 

difficulties.

HOW WE RESONATE
• Innovation reputation in network/network security.
• Portfolio of products that save cost, reduce risk.
• Leverage our investment in next generation attack 

innovation.

POSITION JUNIPER 
• Risk reduction of constantly evolving hacker attacks.
• Cost efficiency through consolidation and operational 

simplicity.

LINE OF BUSINESS EXECUTIVE

• Want competitive advantage by getting to market faster.  
• Availability of customer facing web apps is #1 priority.  
• Time to market (TTM), Profit/Loss (P/L) and Customer 

Satisfaction are vitally important to them.

CARES ABOUT
• Line of business growth, expansion or contraction.
• Strategic impact of operational improvements on their 

line of business.
• Lower customer acquisition costs.
• Improved customer satisfaction metrics.

MEASURED BY
• Profit or Loss for Line of Business.
• Time to Market.

HOW WE RESONATE
• Differentiate through customer facing web applications 

that are highly performant, available and secure to drive 
revenue and high customer satisfaction. 

A line of business exec has overall profit and loss (P/L) 
responsibility for a particular product or service line, 
where all or the majority of that revenue is earned 
through a web application. For example, the ‘Wholesale 
or Retail or Mortgage LOB’ and in those instances there 
is an executive that ‘owns’ the overall revenue 
responsibility for the online mortgage business for the 
bank.  They should be concerned about security as it 
impacts the application availability.   Imagine the lost 
revenue if the Wells Fargo on-line mortgage application 
was taken down for an extended period of time due to a 
web attack.  

POSITION JUNIPER
• Risk reduction.
• Ability to focus on core business and not security 

concerns.



How to recognize & resonate:
Security, architecture & networking management
Champions
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DIR/VP OF NETWORKING / 
NETWORKING OPS

• Provides leadership in operations  
organization’s network.

• SImilar titles may be networks architect, 
network manager, network ops manager.

• Manages a team of network engineers and 
admins who provide day to day operations.

CARES ABOUT
• Monitoring health and troubleshoot 

networking problems of legacy and virtual 
data centers, local and remote users, and 
device connectivity.

• Develops plans for network capacity and 
growth.

• SME for all networking and connectivity 
matters and therefore stakeholder in security 
decisions.

MEASURED BY
• Network uptime.
• Application availability.

HOW WE RESONATE
• Our network security solutions are easy to 

use and manage, will work with your existing 
switching/routing and not impact throughput/
performance.

POSITION JUNIPER
• Juniper provides the highest performance 

network security solutions that offer 
unparalleled scalability to best support your 
growth needs.  

CISO OR CSO

• Responsible for security ‘posture’ of 
organization.

• IT focused CSO title has now broadened 
into CISO role.

CARES ABOUT
• Setting security policy / risk management 

strategy.
• Business continuity.
• Compliance (passing audits).
• Highly focused on stopping targeted 

attacks.
• Staying out of the headlines!

MEASURED BY
• Number of material breaches.
• Mean time to detection.
• Number of compromised systems.

HOW WE RESONATE
• Mitigate risk of security breaches by using 

better secure solution.
• We help them by empowering other 

organizations to effectively address security 
as part of their normal workflow. (e.g., 
networking, application deployment).

POSITION JUNIPER 
• Broad applicability of portfolio and simplicity 

of operation.
• Risk reduction against constantly evolving 

hacker attacks against information assets.

CHIEF ARCHITECT 
(SECURITY AND NETWORK)

• Chief Architect or security architect has similar 
architectural vs. operational bias with lower 
authority or specific focus.  May report to CIO 
with mandate but no specific title.

• Sometimes performed by CTO who is also 
responsible for all company R&D and 
architectural foundation for technology.

CARES ABOUT
• Makes or influences investments in technology 

to reach longer term business / technical goals.
• Deep technical knowledge but concerned with 

longer term  vs. immediate operational issues.
• Oversees development of new technologies and 

exploiting IP of proprietary owned technologies.
• How to secure app architectures such as 

virtualization or cloud, and inits. such as BYOD.
• Technology consolidation and modernization.

MEASURED BY
• Resiliency, cost effectiveness and scalability of 

architecture.

HOW WE RESONATE
• Secure adoption of new platforms and strategies 

for virtualization, cloud, BYOD, mobile.
• Integration of capabilities (physical/virtual,  

counter security/infrastructure products).

POSITION JUNIPER 
• Significant long term investment in technology.
• Risk reduction against constantly evolving 

hacker attacks against applications and data.



Stakeholder conversations about Securing the Data Center 
All great customer conversations start by understanding the customer.  Here are the smart questions you can ask and how to align them with our plays.
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SMART QUESTIONS

• How do you know if your most 
important apps and data are under 
attack?

• How do you protect your application 
landscape?  

• Are you seeing attacks moving up the 
stack to the app layer?

• What visibility do you have today into 
cyber threats and attacks?

• Do you employ security solutions 
today and how effective are they? 

TYPICAL CUSTOMER INITIATIVES TO ALIGN WITH

• Initiatives to identify new ways to protect applications and 
ultimately content from new threats.

• Realization that layer 2-3 network attacks are becoming more 
application and information centric and that new layers 4-7 
network security methods are now required.

SALES PLAY - SECURING THE DATA CENTER

Data centers that need to find new ways to protect legacy, cloud or virtual apps 
and content in the face of the evolving threat of outside in attacks.  They also 
want better attack visibility, control and integration with existing firewall 
technology.  Our internal terminology for this security sales play is the Securing 
the Data Center Sales Play.

JUNIPER DIFFERENTIATORS STRENGTHS AND WEAKNESSES

• The only portfolio of next generation layered 
security services based around the unique 
intrusion deception and counter security software 
that best addresses the targeted nature of 
evolving cyber threats.  

• The only solution to be able to cope with outside 
in or web application attacks that can understand 
the nature and role of the adversary, provide 
detailed device level information and 
automatically block further attacks, instantly 
sharing this across the network perimeter.

Strengths:
• Only Juniper has this.
• Linked to a shared threat database for your own 

and other Juniper customers. 
• Protect apps and content holistically versus just 

adding more firewalls as intelligence provided 
back to Juniper firewalls to make the perimeters 
continuously more resilient.

Weakness:
• Limited but growing real world deployments.
• Need to qualify for Juniper technical compatibility 

with virtualization and cloud.

This play is the 
focus of the 
roadshow



Stakeholder conversations about Mobile Security 
All great customer conversations start by understanding the customer.  Here are the smart questions you can ask and how to align them with our plays. 
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SMART QUESTIONS

• Do you have any key security 
initiatives or compliance challenges 
around mobile devices?

• How does allowing your employees to 
use personal devices to access web 
apps impact your business ?

• How is this changing the ways that 
users access and use information in 
your company?

• What impact does this have on your 
security architecture and needs? 

TYPICAL CUSTOMER INITIATIVES

• Initiatives to identify new ways to protect applications and 
ultimately content from new threats.

• Realization that layer 2-3 network attacks are becoming 
more application and information centric and that new layers 
4-7 network security methods are now required.

SALES PLAY - MOBILE SECURITY

Customers looking for high performance connectivity and consolidation for 
both wired and wireless networks with thousands of local and remote users 
and devices.   Our internal terminology for this is the mobile security play.

JUNIPER DIFFERENTIATORS STRENGTHS AND WEAKNESSES

• Industry leading price/performance. 
• Consolidation at scale.  We can save you 15% 

immediately and 25% over 3-5 years vs. CISCO.
• We deliver high performance security 

infrastructure to meet the most demanding 
productivity needs. 

Strengths:
• Physical and virtual security integration.
• Operational simplicity.
• Performance and scale.
• Consolidation at scale.
• Leadership of high end firewall products.

Weaknesses:
• Some missing feature parity features, such as 

logging, URL exclusions.
• Management console story now improving.



Stakeholder conversations about Securing the Infrastructure 
All great customer conversations start by understanding the customer.  Here are the smart questions you can ask and how to align them with our plays. 

16

SMART QUESTIONS

• How virtualized is your environment?   
Do you use cloud internally or 
externally ?  

• How do they functionally work? How 
have they changed your security 
model?

• What is your timeframe for this?   How  
far are you along this timeline (%)?  
What challenges do you face with 
this?

TYPICAL CUSTOMER INITIATIVES

• Virtualization or cloud data center initiatives trying to identify 
ways of securing the deployment of apps and/or data to 
mobile devices via emerging platforms.

• Building out next generation data centers and service 
oriented architectures.

SALES PLAY - MOBILE SECURITY

Customers with deployment environments that are hybrid versions of 
traditional and virtualized data centers, hosting and private or public cloud 
networks that require an integrated security technology. Our internal 
terminology for this is the securing the infrastructure play.

JUNIPER DIFFERENTIATORS STRENGTHS AND WEAKNESSES

• The broadest portfolio of integrated and physical 
and virtualization security products to meet the 
needs of a hybrid physical and virtualized data 
center strategy.   Delivering layers of intrusion 
deception and prevention, firewall and monitoring 
to deliver the industry’s best visibility and 
compliance enforcement solution.

Strengths:
• Broad coverage and flexible deployment across 

both physical and virtual platforms.
• Leadership products for remote access and user 

control.
• Provide PS help to re-architect based on new 

security needs.

Weaknesses:
• Need to qualify for Juniper technical compatibility 

with virtualization and cloud. 
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SECTION 3:  THE STORY
HOW TO TELL THE JUNIPER SECURITY STORY

What’s the point of these stories and who are they for

In sales, we should all be able to tell a compelling high level business Juniper security story with 
more or less the same elements in a one to three minute elevator pitch, in five minutes over a 
desk, or in half an hour standing in front of a whiteboard in a meeting room.   These stories 
should contain similar elements that need to be conveyed depending on the listener.  

We’re primarily focused on consistency around a couple of stories in this guide. First, at the 
highest level, a simple and consistent overview of what do we do and why would you choose us, 
focused on our strengths in the data center.    

Second, in more detail using an interactive whiteboard format, the stories that map the challenges 
that our customers face against our portfolio strengths that can be the basis for expanding sales 
opportunities with enterprise data center clients.

It’s important that these stories are not only consistent and credible, but can differentiate us and 
act as a starting point for up-leveling and reframing our sales discussion away from product 
features and benefits to our overall solution value to customers.

These are not the same stories that a company executive or specialist subject matter experts in a 
particular area may tell (though they should be consistent with them).  These are primarily 
intended for Juniper direct and partner sales people for whom security is not a prime specialty but 
need to know what to say and how to say it before bringing in the experts, or visiting the 
Executive Briefing Center.



Elevator pitches, meeting or whiteboards ..
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Best practices organization for business messages

There are many misconceptions about the ways for organizing 
business messages.  Fortunately, there is a formula that works and is 
easy to learn whether on an elevator, over a desk or on a whiteboard.  

Start with a soundbite or challenge or that establishes you should 
listen.  Stop at natural inflection points to reconnect and ask smart 
questions to start a dialog.  Then organize the narrative in this way:

1.Engage with what's on their mind and frame the conversation.  
• Broad statements about business problems we’re solving like 

their own.
• Implications, opportunities and risks from these problems. 
• Try to establish credibility - here's how we learned this!

2.Describe and map our solution to these problems succinctly.  So 
what's the answer?  Plus, overall, how is this different or better (use 
the words first, only, best) from alternatives?  Not all alternatives but 
the listeners nearest choices.

3.Wrap up by reinforcing our advantages, sprinkled with proof.  
• Here's why you should consider us.
• Here's what else should you know.
• Here’s how we helped someone else with similar security needs.

4.Paint a picture of the resulting overall value.  How will your offering 
change their life?  What metrics or use cases draw it all together?

This format is not for the benefit of the story teller, but the story 
listener.  If at any point you are interrupted, embrace the dialog with 
broad smart questions.
 
• How is this impacting your business?  
• What are your strategic security initiatives related to this?  
• What are the top security challenges you face?  

End by proposing some next steps and ask for incremental 
commitment.  Don’t follow this outline slavishly - use it as a guide to 
come back to in order to organize your thoughts.

An elevator pitch can last a 90 seconds or 
a few minutes.  The elevator analogy 
simply means emphasizing a condensed 
structure with more ‘rememberable’ 
soundbites per 'floor' that can 'stick' in the 
mind of a distracted listener. 

A 10-20 minute 
whiteboard pitch links 
simple graphics with 
spoken thoughts.  This 
improves both 
attention and retention 
if you use a consistent 
repeatable layout. 

Whiteboards make a 
much better 
alternative to create a 
real dialog with 
customers than slides.
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The five elements of a recommended 
Juniper security story
With multiple products, the Juniper security story has a few 
different elements. Here are how we recommend you think about 
breaking it down.
As any politician will tell you, knowing the structure of your talk is essential to consistency.

Set it up with 
a soundbite or 
a challenging 
question.

Frame the 
conversation with 
our overall 
experience and 
history.

Finish framing and then bridge 
conversation to the bigger 
problem facing enterprises and 
our answer to the threat with 
counter security.  Demo your 
credibility with facts and 
anecdotes.

Reinforce our 
advantages our 
other products in 
securing the data 
center.

Further reinforce our 
advantages even 
more with our 
upcoming business 
innovations.

Wrap it up by 
reminding them of 
our potential 
resulting value to 
them and talking 
next steps.

• We make 
best-in-class 
security 
solutions from 
mobile all the 
way to data 
centers ..

• The leader 
today in 
network 
security ..

• 10 years of 
experience

• 25% of our 
revenues

• A key part of our 
R&D

• Built around 
firewalls that are 
more relevant 
than ever

• Challenge the listener to the 
bridge to our story.  E.g. The 
real threat today?  It’s inside-out, 
its outside-in, despite what you 
might think.

• Use facts. E.g. web attack is the 
#1 concern.

• We’re aggressively investing .. 
and here’s what that means / 
how it will address that problem 
for you.

• Draw out some implications.

• How counter security 
intelligence is used 
by firewalls to 
enforce.

• Leadership in other 
technologies

• Not only do we 
innovate in 
technology but 
here’s another 
reason to choose 
Juniper!  We are 
about to offer new 
business models that 
decouples hardware 
from software to 
save you money 
over 2-3. 

• Not only 
innovating on the 
cutting edge but 
also is easy to try, 
buy and deploy.

• How does that 
relate to your 
project ...?
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The 90 
second 
version

“What do you think is the #1 security threat facing the enterprise today? 

We provide best-in-class security solutions from mobile devices all the way to high 
end data centers that addresses the #1 threat.  Let me share how ...  

You might have thought of us as a networking company, but we’ve been in security 
for a decade.  In fact, security represents approx. 25% of our overall business and is a 
key part of our R&D investment.   

You may have heard of 'next generation firewalls' and 'inside-out' security threats.  
While important, this actually isn’t the most important threat facing enterprises 
today.  We’ve been aggressively investing in cutting edge technology to solve the 
emerging 'outside-in' threat from sophisticated, persistent and organized groups with 
a lot of resources trying to steal your IP, money or secrets from your data center.  
Many companies are reluctant to talk about it - but all research shows that outside-in 
attacks are the #1 problem today and represent 73% of all modern attacks.

We use deception techniques to attract and trap attackers.  We digitally fingerprint 
the attacker's devices with specificity around 200 unique traits.  That provides 
certainty by feeding Juniper's firewalls with the necessary information to keep the 
bad guys out, without disrupting availability to your good users.

Combine this with our leadership in firewalls, remote access and our broad 
portfolio of security products and you can see why we're the security leader in the 
data center.  

On top of this, were innovating in our business model too. Our software advantage 
program will allow you to consolidate and upgrade your security at a dramatic cost 
savings over two to three years. 

Bottom line -- if you choose us as your security provider, we’ll give you security 
innovation AND business innovation that makes us easy to try, buy and deploy.   
When can I tell you more”   (Reading time approx. 1:24)
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The 2-3 minute version
These are the logical flow sections to put together a 2-3 minute version of the security story.

“Juniper provides 
best-in-class security 
from mobile devices 
all the way to high 
end data centers - 
where we are the 
leader today and 
innovating.”

“Combine this innovation with our 
leadership in firewalls, remote access and 
our broad portfolio of security products for 
in areas like virtualization and cloud, you 
have many of the reasons why customers 
choose us today to secure their data centers”

“You may have heard of 'next generation firewalls' 
and 'inside-out' threats, where users accidentally 
bring malware or viruses into the company in their 

apps and block social media.  While they’re 
important, this actually isn’t the biggest threat 
facing enterprises.  The big threat is with the 
'crown jewels' in the data center.

We’ve been aggressively investing in cutting 
edge technology that solves the emerging 

'outside-in' threat from sophisticated, persistent 
and organized groups with a lot of resources 
patiently stealing your IP, money or secrets from 
where they are kept in the data center using the web.  
Many companies are reluctant to talk about it 
publicly, but all research shows that web attacks are 
the #1 concern in the data center, along with denial of 
service attacks. 73% of all modern attacks are from 
the outside-in threat vector.

Juniper has transformative technologies using 
deception techniques ('tar traps') to attract and trap 
attackers and then digitally fingerprint their devices. 
That gives you specificity that the bad guy's device is 
known and can be blocked and certainty that we are 
not also blocking good guys too.  We also use this to 
feed Juniper's high end firewalls on your network.”

“You might have thought of us as switching 
and routing, but we’ve actually been in 
network security for the better part of a 
decade.  Security represents approx. 25% 
of our total business and is an integral part 
of our billion dollar R&D, originally built 
around high performance firewalls - 
investments have never been more relevant 
in combination with our latest counter 
security innovation.”

“Finally, as well as technology breadth, 
we're innovating on new business models 
with flexible business terms - like the 
Juniper software advantage program. This 
will abstract your security software 
licensing so that as you see the need to 
consolidate and upgrade you will already 
own the licensing -- a dramatic cost savings 
over two to three years.”

“It all adds up to our commitment to you 
that if you choose us, we’ll give you 
security solutions that are on the cutting 
edge, and can provide a business 
solution that is easy to try, buy and 
deploy.   When can we get together to 
learn more about your data center 
security needs and initiatives?”  
  

1 2 3

4 5 6



Whiteboard story step 1
The securing the data center story
Here is a suggested whiteboard that you can use to tell this story.  On these next few pages we show you 
the steps to build this whiteboard.  The full script and examples videos are at the links to the right.
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Step 1 - set up the story

1. Start at the top by drawing the 
title to establish what you are 
about to talk about

2. Go to the left and provide a few 
background facts about Juniper 
in security to establish our 
commitment and experience.

3. Go to the top right and set up the 
top concerns from customers 
and analysts (web and DDoS 
attacks.)

These are just a summary of the 
steps.  You’ll find video examples and 
a full script for this at this link. 

1
2 3

http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html


Whiteboard story step 2
Securing the data center story
Here is a suggested whiteboard that you can use to tell this story.  On these next few pages we show you 
the steps to build this whiteboard.  The full script and examples videos are at the links to the right.
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Step 2 - lay out our outside-in 
story and its key advantages

1. Start by drawing out the grid and 
then talk about NGFW and 
campus branch/inside out.  End 
with NOT FOR DATA CENTER.  
The overall point here is that 
NGFW does not deal with the 
biggest issues facing data center 
customers today, and also that 
Juniper (like all vendors) has an 
NGFW solution too.

2. Draw out the DDoS/AppDoS and 
Data Center/outside in story 
from Juniper.  This point here is to 
lay out the unique innovation 
behind our counter security and 
intrusion deception technology.   
Tell the Bank of the West DDOS 
attack story.

3. Provide a proof point of customer 
success with Brown Printing.

4. Draw together the first of two 
main advantages of our outside in 
approach - certainty.

5. Draw together the second of the 
two main advantages of our 
outside in approach - specificity.

You’ll find video examples and a full 
script for this at this link.

if you miss a particular word or 
product name - do not stop!  It’s the 
overall story that matters.

1

2
3

4
5

http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html


Whiteboard final build
Securing the data center story
Here is a suggested whiteboard that you can use to tell this story.  On these next few pages we show you 
the steps to build this whiteboard.  The full script and examples videos are at the links to the right.
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Step 3 - wrap up

We’re not done quite yet,

1. Draw together what’s unique 
bottom left.  We have both the 
outside in and inside out story 
(unlike PAN). We also can 
leverage our thousands of SRX 
firewalls to enforce our counter 
security measures.

2. Finally, draw back to make a few 
statements about why Juniper is 
a good choice for customers.

3. Close by gauging their interest 
and proposing a data center proof 
of concept (POC).

These are just a summary of the 
steps.  You’ll find video examples and 
a full script for this at this link.

1
2

http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html


Answers to
tough questions
In handling objections, its 
generally good practice to 
recognize the question, 
respond with a positive 
answer and then bridge to our 
strengths

Here are some of the top 
objections and some 
responses

What’s your solution today for campus and branch?

“We offer a campus and branch solution today that provides all the key capabilities you need to 
protect your employees when they are outside your network.   We provide visibility of what your 
employees are doing, understand the flow of the data whether it is bad or good and correlate that back to 
your users to protect them from accidentally bringing bad things (e.g. malware) back in to your network.  
But only Juniper provides a complete security solution that not only addresses the inside-out security 
threat, but protects you from the outside-in threat the enterprise is facing today in the data center.  This is 
where 73% of all attacks occur today, through web application access in to your data center.

What’s your longer term campus and branch vision?

Note that while a number of companies offer campus and branch solutions, Palo Alto Networks (PAN) is 
most often the nearest competitor that we must address with confidence, consistency and credibility.  See 
the section devoted to them them at the back of this guide.

“The most important security problem in campus & branch today is stopping advanced threats from 
stealing data and damaging systems from inside the network.    We do that.  Here’s how.

Many companies focus on trying to stop the infection from happening. Companies like McAfee and 
Symantec try to stop the infection with ever-more-sophisticated anti virus software at the endpoint. 
Companies like FireEye try to stop it by sandboxing at the network perimeter. But there are just too many 
vectors; for example the USB dropped in parking lots, spearphishing with links delivering single use zero-
day malware, poisoned search results and social media link - it's inevitable that infections will happen. 
The key is to be able to find the infected clients quickly, and take effective and timely remediation action to 
stop data exfiltration and damage. This is what Juniper does - find the infection and automatically 
remediate, cutting the attacker off at the knees. 

Finding advanced threats requires visibility and enforcement at the edge (SRX), endpoint (Pulse), and 
in the network (intrusion deception, UAC), combined with advanced machine learning and analytics of 
cloud security intelligence (Spotlight).  Some examples of events that do this are botnet command & 
control traffic leaving the a Juniper firewall that is detected based on real-time intelligence from our 
threat database; or an application which spoofs gmail and then changes to a binary protocol and sends 
large chunks of data detecting high-value files leaving the client or network; or a new port opened or 
registry key change on a client as detected by on a client.  

We augmented this with active deception, including internal-facing web applications and other 
content data-rich services.  Once detected, via automation we can then quarantine or cut off the client to 
prevent damage. The key is confidence — the bar we have is that we'll be confident enough in the verdict 
to take the CEO's laptop off the network.”
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Answers to
tough questions
(cont’d)

I heard you were focused on networking, not security...

“Actually, we’ve been providing enterprise security solutions for over ten years now.  In fact, 
our security products represent approximately 25% of our total revenues.  We’re seriously 
committed to security as evidenced by our recent acquisitions and innovation that directly 
address the most serious cyber attack threat vector, namely protecting and securing the web 
applications, content and data that reside in your data centers.”

The competition tells me that you’ve had a lot of quality problems in the past... 

“Yes, we’ve had some issues with a few of our security products that are typical when you’re 
transitioning to a single open operating system between all of our products.  We made the 
decision along with it’s technical challenges because it ultimately provided a better solution for 
our customers who want to avoid deployment, point product integration and management 
issues.  The key word in your question is ‘past’ because we’ve addressed those issues now and 
are continuing to innovate with security solutions for your data center that provide the best 
security and protection against the modern cyber attack threat.”

How come Juniper isn’t in the leaders quadrant in various Gartner Security 
reports? 

“With all due respect to Gartner, their studies tend to lag behind the latest and greatest in the 
market by about 12 months.  Over the past 12 months, we’ve made significant strides in our 
security solutions by way of acquisition and innovation. This innovation squarely places 
Juniper as the leader in the biggest modern cyber attack threat to your company, namely 
protecting and securing the web applications, content and data that reside in your data 
centers.”

Do you have any customers in production on all of this we can talk to as 
references before we make a final decision?

“At the appropriate point in our sales process we’ll be happy to provide references.  I’m sure you 
can appreciate that a lot of our customers choose to keep their security issues private and won’t 
talk to other customers given that sensitivity.”
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SECTION 4:  COMPETING 
AGAINST PALO ALTO NETWORKS

An overview

Compared to Juniper, Palo Alto Networks is still a niche player offering a point firewall solution best 
suited for campus and branch environments rather than large enterprises.  Under pressure since going 
public in 2012  they are trying to address this by rapidly releasing many products simultaneously 
packaged as an ‘end-to-end solution’ for networking and network security including twelve purpose built 
platforms and virtualized VMWARE products along with user interface, logging, URL filtering, virtual 
private network and policy control, and cloud based content filtering software.  With this strategy they 
face the risk of not having enough time to produce mature standards-based technologies.

Their primary technology weaknesses lie in what they cannot do.   They are still  a ‘one-trick pony’ 
offering just a single line of next-generation firewall products running PAN-OS and featuring application 
awareness primarily targeted towards non data center deployments.   They do not yet have a credible 
‘outside-in’ solution.  Outside-in attacks refer to external attacks on a company’s web and application 
servers, that are emerging as one of the top concerns in enterprises with potential to inflict significant 
financial damage.

Their customers like their products however because they perform well in much of what they are 
intended to do and consistently across platforms.   The marketplace perceives Palo Alto networks to 
have been instrumental in defining a market space for next generation firewalls (NGFW) that can identify 
and control applications, content, and user access to social and other risky content.    Their primary 
competitive message against Juniper is that legacy, stateful firewalls are insufficient protection and that 
companies with NGFW, IPS and DLP on the same box yields a huge reduction in TCO.   Palo Alto 
Networks markets their products as easy to demo, with great logging and reporting features, intuitive 
management and user interface, and attractive price/performance. 

Note:  although this section calls out Palo 
Alto Networks, 80% of this positioning 
also applies to any NGFW vendor!



How to win against Palo Alto Networks
Although Palo Alto Networks’ single box solution coupled with “plain to see” application visibility has given them success in the medium and smaller 
enterprise segments, and they have been effective in positioning next generation firewalls for campus and branch environments, they are not unbeatable.  
Juniper’s immediate opportunity is in the data center in large enterprises that recognize a holistic approach to deal with the triple problems of mobile 
access, the migration to virtualization and the ‘outside’ in threat.  As a result, we need to reframe customer discussions in this direction.

In comparison, Palo Alto Networks are well suited for small and medium businesses and smaller enterprises who are more concerned with ease of use, 
configuration and setup but not so well for larger ones where resilient, scalable security is crucial and the economic stakes in the event of a security 
breach are too high to trust to anything but the best possible solution to the problem.

Other winning strategies
• Use Juniper’s company strength, stability, and validation by customers and third parties. 
• Showcase our superior technology - robust networking, high performance and complete security. 
• Promote the requirement for comprehensive protection: mobile, user, application, and network. They are only focused on delivering application 

protection.
• Highlight scalable and high-performance security—Juniper provides greater scalability.
• Our investment protection—hardware modularity means that 

customer investments can be expanded and reused as 
business needs grow. 

• Centralized Management/Space SD and STRM – Juniper 
provides a much more scalable management system with 
unmatched security correlation and reporting across devices 
(i.e. network wide reporting) along with a wealth of 
management tools (Junoscript, SDK) whereas PAN’s 
management is good for small deployments only, has no 
correlation capability and no support for 3rd party reporting.   

• Win with price - PAN solutions are significantly higher priced 
while providing less features / performance. The PAN solution 
costs the customer more over 3-5 years due to fixed 
configuration resulting in hardware replacement.  With Juniper, 
the modular platform scales to meet throughput and service 
needs.Highlight our roadmap, especially with integration of 
capabilities around the inside out threat. 

What to avoid 
• Don’t denigrate them- they have a very credible solution as it 

applies to campus and branch and inside-out threat.  It’s just 
limited in comparison to our portfolio and focus on the biggest 
threat of outside-in.  

• Avoid narrow requirements focused on application security 
only—engage customers in conversation about all of their 
biggest security concerns. 
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What’s the difference between PAN and Juniper?

PAN Juniper
Single 
firewall

NGFW

Focused on 
SMB and 
Campus/
Branch

$350M 
sec biz.

Focused only on 
inside-out 
‘threat’ and users

..identify and 
control apps and 
content

..block user 
access to social 
media and ‘risky’ 
content

..malware/ virus 
and user behavior

Portfolio 
player

D/c + 
campus 
branch

Global ent. 
and SPs

$1B sec. 
business + 
$4B nw 
biz

Outside-in + 
inside out threats 

.. NGFW & unique 
counter security 
portfolio

.. helps customers 
protect IP, brand, 
$$ in data center 
& campus branch

..provides 
specificity, 
certainty, 
enforcement



How to win against Palo Alto Networks (cont’d)
• Avoid focus on the number of application signatures focus instead on the availability of the ones relevant to customer needs. Juniper is focused on 

quality of the threat signature set whereas PAN is focused on quantity (many signatures are irrelevant).  Also focus on the open-ness of Juniper 
signatures that allow for customization, versus PAN’s closed proprietary signatures that cannot be customized.  Expand the conversation to include all 
security, especially mobile, as PAN has no product solution for this category. Juniper’s SSL VPN/Pulse solution is market leading for its rich feature set 
and seamless user experience for BYOD.

• Avoid deals for branch where customers require all management/reporting to be on-box.

Questions to ask to seed doubt
• How does PAN address outside-in threats?
• Do you expect to need higher throughput firewalls (e.g., 40G, 100G and 100G+) in the next 12-18 months?  What are the upgrade and costs implications with PAN for 

providing that scalability?
• How does PAN address centralized management and reporting?

How to drive the agenda in our favor

What to lead with Their weaknesses Our strengths

Customers need protection against both “Inside out” 
and “outside In” attacks.    

Palo Alto can only deliver “inside out” protection which 
leaves them with significant vulnerability and risk of 
web attacks. 

In comparison Juniper’s security portfolio combined 
with counter security solutions deliver complete 
protection against both risks.

Customers need firewall resiliency under heavy traffic 
load.    A firewall must be able to handle heavy volume 
of traffic or sudden/unpredictable growth in the data 
center.  

In the Ponemon study, 60% of enterprises are 
concerned about DDoS attacks which obviously drives 
huge spikes in traffic.

PAN offers only fixed configurations. This lack of 
modularity prohibits scaling and is not designed to 
withstand heavy load such as under a DDoS attack. 

Juniper has a superior modular chassis and 
architecture that allows customers to easily expand 
against changing company networking and security 
needs including DDoS attacks.  Our distributed data 
plane architecture distributes load and is scalable, and 
higher performing.   

Customers require application visibility AND security. 
The PAN solution has significant limitations in layers 4 
through 7 which is the modern attack vector. 

Educate customers to know these limitations and test 
for them.  Such as low SSL performance when SSL 
decryption is enabled, default behavior switched off to 
increase performance creating a serious security gap, 
and home grown signature solutions. Customers report  
low satisfaction with support in fixing these.

Juniper offers excellent application protection, without 
compromising performance and is only one element of 
the SRX Series (e.g. SIEM, mobile device connectivity 
and protection, Web application hacking and DDoS 
protection). This is independently validated by recent 
NSS Labs tests.

Customers require mature standards-based routing for 
network performance and scale. Particularly in a 
distributed enterprise, dynamic routing protocols play a 
very important role. 

PAN’s dynamic routing implementation began from 
scratch just a few years ago and delivers only basic 
capabilities at a performance cost. There have been 
incidences of disastrous effects on local area 
networks.

At Juniper, the high quality of our routing  in high end 
firewalls comes from two decades of continuous 
improvement.

Customers require investment protection.  The ability 
of the solution to scale to meet growth.

PAN offers pre-configured, fixed appliances only.  This 
limits their ability to scale in the same appliance.  

Juniper systems are modular, chassis based design. 
Customers can add new modules (cards) as they 
grow, to easily expand and scale.  They are better 
value.
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How to respond to Palo Alto Networks claimsHow to respond to Palo Alto Networks claimsHow to respond to Palo Alto Networks claims
What they lead with They claim Our response

The next big thing is next 
generation firewall (NGFW) which 
provides visibility and control of 
users, their applications and risky 
behavior.

Legacy, stateful firewalls are insufficient protection.  

NGFW is all that is needed to secure the network.

PAN will boldly claim that they offer the best firewall 
protection in the industry.

Sure, they have good point products in small campus and branch 
deployments. Our products offer equal and in some cases better 
functionality, such as mobile security enforcement at every node in the 
network, a powerful centralized management and reporting system, 
modular platform that scales to accommodate growth, and higher 
performance even when multiple security services are turned on. 

They also have serious security shortcomings and they force customers 
to sacrifice performance for security. 

PAN has no portfolio to broadly address security for the three key areas 
in enterprise data centers - mobile, infrastructure and next generation 
data center security - it’s just about firewalls.  We offer the best portfolio 
that addresses all of these issues.

Reframe the conversation to the real threats facing enterprise 
companies and especially outside in problems. They are still working the 
last generation problem.  Kudos but the new threat landscape requires 
security solutions that PAN is not able to address.

Better TCO PAN”s NGFWs, IPS and DLP on the same box yields a 
huge reduction in TCO.

They are inexpensive for small branch deployments but price and TCO 
advantages break down in larger campus and branch or data center 
deployments.  Things such as flexibility, scale and security efficacy are 
key decision drivers.  These are more important than delivering 
everything on one box.

If an existing Juniper customer, providing one solution through 
expansion onto existing framework means a reduction in OpEx ranging 
from 10%-15% depending on the customer’s environment.  Each 
customer is different, so the actual TCO would need to be determined. 

Juniper’s chassis based SRX lowers cost of upgrading to meet capacity 
growth and also delivers better security,  Security that can scale without 
compromising performance.
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How to respond to Palo Alto Networks claimsHow to respond to Palo Alto Networks claimsHow to respond to Palo Alto Networks claims
What they lead with They claim Our response

We offer a complete portfolio PAN’s end-to-end solution for comprehensive networking 
and network security includes twelve purpose built platforms 
and virtualized VMWARE products along with user interface, 
logging, URL filtering, virtual private network and policy 
control, and cloud based content filtering software.

New Gartner Reports gives the leading status for Enterprise 
Firewall to Checkpoint and Palo Alto Networks.

In comparison we offer a portfolio of products that address the three key  
problems of mobile, infrastructure next generation data center security.  
They are a one trick pony rushing out products to meet the perceived 
needs of Wall Street; we have decades of innovation in our portfolio, 
including recognized leading products by analysts.

Also they are focused on the wrong problem - expanding inside-out 
versus outside in.  We are rapidly becoming a leader in both areas.

Company strength, stability, and our outstanding support.  Their design 
point is to need minimal support and they have support hiccups when 
things go wrong.

Gartner’s definition of NGFW is limited to firewalls that solve the user/
application control problem.  This definition is very branch focused and 
does not focus on the security needs of the data center where web 
server and application security is an equally big concern.  This weighting 
towards the campus/branch ends up favoring smaller security firms and 
pure plays like PAN etc rather than Juniper who is focused on solving 
both campus/branch and data center security problems.

We also address the outside- in 
problem.

PAN’s NGFW also has an outside-in solution (Wildfire), that 
provides cloud-based anti-malware for protection against 
zero day attacks.

Really?  Here’s why that doesn’t work ..   Wildfire uses sandboxing, a 
decade old technology, to isolate and detect malicious activity, There are 
several problems with this: 
1) Hackers and malware writers know how to get around the sandbox 
2) The costs of implementing and deploying at scale along with slow 

performance while the files are isolated in the sandbox makes it cost 
prohibitive to deploy at the same time and the benefits are 
questionable.   

We address the next generation problem of zero-day and hacker attacks 
by deploying WebApp Secure which silently works in the background to 
trap and uniquely identify hackers without compromising performance, 
and further sharing hacker intelligence with the SRX to stop attacks 
before they occur.   Through a subscription to Spotlight, Juniper’s hacker 
intelligence database, the entire enterprise community can choose to 
get access to this hacker intelligence and take proactive measures to 
safeguard their web and application servers.

We’re integrating this through our entire portfolio.  We’ll be able to 
enforce our counter security measures in our firewalls by the end of the 
year.

31



How to respond to Palo Alto Networks claimsHow to respond to Palo Alto Networks claimsHow to respond to Palo Alto Networks claims
What they lead with They claim Our response

Juniper quality problems. Juniper has had problems with quality and stability of the 
SRX systems.  

This is a thing of the past caused by OS transitions. The SRX now 
meets or exceeds the most stringent quality requirements.

Don’t be defensive.  Be honest and transparent.
We’re also focused on the data 
center

We have a high performing NGFW for the entire enterprise. It’s still the wrong product for the data center.  They offer nothing 
credible against the greatest data center threats – no “outside-in” Web 
attack or DDoS protection as outlined in this guide. 

Even PAN’s highest end device doesn’t scale to large enterprise needs 
and maxes out at just 20 Gbps. 

Palo Alto networks only requires 
one box, why do you need multiple 
boxes to do what they do on one 
box?

We deliver all our services on a single box, so you don’t 
have to buy multiple devices.  Juniper makes you buy a 
different box for user access control.  

Yes, Juniper’s UAC is separate but much more secure.  PAN’s all in one 
approach suits SMB who want broad coverage of features but not ideal 
for mid to large customers who want scalable performance and strong 
security.  PAN’s user access solution is simple and out of the box, but 
does not scale for larger enterprises.  It also has security vulnerabilities.   

By the end of  this year, Juniper will offer both an integrated User 
Access Control in SRX as well as a separate UAC solution.  
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APPENDIX

Contents of this appendix

• Whiteboard examples for supplementary plays.
• A checklist for customer discussions.
• A worksheet that we use in training.



Whiteboard
Securing the infrastructure story
Here is a suggested whiteboard that you can use to tell this story. 
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Securing the infrastructure story

We have provided some additional 
whiteboards in support of supplement 
plays.  This one is in support of the 
‘securing the infrastructure’ sales 
play.

You’ll find video examples of subject 
matter experts going through these at 
this link.

http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html


Whiteboard
Mobile security story
Here is a suggested whiteboard that you can use to tell this story. 
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Mobile security story

We have provided some additional 
whiteboards in support of supplement 
plays.  This one is in support of the 
‘mobile security’ sales play.

You’ll find video examples of subject 
matter experts going through these at 
this link.

http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html
http://core.juniper.net/dns/marketing/sbu/sales_roadshow/best_practice_videos.html


Customer discussion checklist

36

Does the opportunity at this company map to our 
insertion points?

What business drivers or pain points can I talk to?

Who are the key stakeholders for this deal?
• Who is my champion?
• Who is the final economic buyer?
• What do they care about?
• How are they measured on that?
• How can I resonate with them?

Do I need to educate them about modern outside-in 
security threats?
• Outside-in vs. inside-out
• 73% of all attacks via web app layer
• Intrusion deception
• Etc.

What’s my overall objective in talking to them?
• What do I want them to believe about us?
• What’s in the way of them of them believing that?
• What’s my big message to them?
• What supporting points do I need to make?

How do I tailor my pitch?
• Frame the problem and implications against their 

business needs
• Describe our solution
• Reinforce our advantages
• Paint a picture of our unique value prop

How can I debunk and deposition the competition?

This is a short checklist to help you  
to prepare yourself for a customer 
discussion.



Security Account Strategy Worksheet
This is a training worksheet you will see in the roadshow.

DISCERN
MENT

KEY STRATEGIC ACCOUNT FACTORS (Bullet points on what we know and what 
we need to know)
KEY STRATEGIC ACCOUNT FACTORS (Bullet points on what we know and what 
we need to know)
KEY STRATEGIC ACCOUNT FACTORS (Bullet points on what we know and what 
we need to know)

KEY STAKEHOLDER SIGNALS (Who  are we engaged with? Who do we need to engage? Is 
there alignment between key stakeholders?)
KEY STAKEHOLDER SIGNALS (Who  are we engaged with? Who do we need to engage? Is 
there alignment between key stakeholders?)

PLAYS/ 
OPTIONS

Securing the Data Center Mobile Security Securing the InfrastructureSecuring the Infrastructure Go/No GoPLAYS/ 
OPTIONS

Why?Why?Why?Why?Why?

RUN THE 
PLAY

Things you will use to run the play .. sales tools, customers, proof points, Juniper team playersThings you will use to run the play .. sales tools, customers, proof points, Juniper team playersThings you will use to run the play .. sales tools, customers, proof points, Juniper team playersThings you will use to run the play .. sales tools, customers, proof points, Juniper team playersThings you will use to run the play .. sales tools, customers, proof points, Juniper team playersRUN THE 
PLAY

Proposed next steps / engagement to closure ..Proposed next steps / engagement to closure ..Proposed next steps / engagement to closure ..Proposed next steps / engagement to closure ..Proposed next steps / engagement to closure ..

RUN THE 
PLAY

Propose - list of products and services ..Propose - list of products and services ..Propose - list of products and services ..Propose - list of products and services ..Propose - list of products and services ..

RUN THE 
PLAY

Key elements of our proposal ..Key elements of our proposal ..Key elements of our proposal ..Key elements of our proposal ..Key elements of our proposal ..
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